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About me
@jonpalmisc

• Florida man 

• Low level & security enjoyer 

• (De)compilers, operating systems, software cracking, … 

• Also interested in: electric guitar, typography, probably other things … 

• Present: iOS shenanigans at █████████ 

• Past: Binary Ninja developer at Vector 35



Before we begin
What’s this talk?

• Florida man beheads beloved disassembler mascot 

• This is a brief recount of the journey



Before we begin
Why do this?

• I thought it would be funny 

• EOF



Before we begin
Why do this? (actually)

• IDA's headless mode isn't truly headless 

• Limited to what Hex-Rays allows you to do 

• TL;DR: I was annoyed you can't use IDA as a library



Before we begin
The goal

• Analyze files headlessly 

• Standalone IDAPython REPL 

• Use IDA more or less as a library 

• Avoid “cheating” or lame hacks 

• Freedom from Hex-Rays



The dirty work
Project timeline

• Sometime 2022: First attempt, got a half-working prototype 

• February 2024: Second attempt, it works? 

• May 2024: “Headless IDA eta son” — Hex-Rays



The dirty work
The big question

• Knew IDA's analysis is implemented in a shared library 

• Not all functions documented in SDK 

• Can I make headless out of this?



The dirty work
A moment of self-reflection

• open ida64 -a ida64  

• Some progress made, still lots of code to look at…



The dirty work
Aside: On IDA’s app architecture

• Analysis (kernel) separated from UI 

• Good choice,  but not without some funny quirks…

Kernel

libida64

IDAPython

Qt GUI

ida64

TurboVision TUI

idat64



The dirty work
Finding the path forward

• Both frontends have an early call to ‘init_kernel’ 

• Absent from SDK headers… 

• Takes pointer to function defined by caller



The dirty work
A curious function pointer

• Similar functions passed by both frontends 

• Takes an integer and variadic arguments 

• World’s biggest (nested) switch statement



The dirty work
A curious function pointer (cont.)

• Pointer saved by kernel (“callui”), used a lot



The dirty work
A word on UI notifications (callui)

UI

Regular code

Notification handler

Kernel

build_strlist

callui(…)

0



The dirty work
Building the guillotine



The dirty work
Building the guillotine (cont.)



The dirty work
Sidechannel-driven development

• Treat kernel like black box 

• See what messages are sent 

• Reverse response logic in real IDA 

• Reimplement in own code 

• Rinse and repeat until kernel works?



The dirty work
Sidechannel-driven development (cont.)

• Worked for a bit 

• More responses implemented = kernel loads further 

• Got out of hand quick…



The dirty work
A comically-timed SDK docs find

• One day, while browsing SDK docs for other answers…



The dirty work
The rest of the owl…

• Clean up “callui” handler 

• Play more whack-a-mole with internal errors 

• Perform animal sacrifice 

• Finally analyze a file?



The dirty work
Some comments to illustrate my experience



The dirty work
Some comments to illustrate my experience (cont.)



The dirty work
Some comments to illustrate my experience (cont.)



The dirty work
Some comments to illustrate my experience (cont.)





Time check: demo?



Free at last
But for what?

• Well… 

• What was all that effort for?



Free at last
Heavy is the head that calls the kernel

• IDA batch mode is faster than GUI IDA 

• Headless IDA faster than batch mode? 

• Well…



Free at last
Heavy is the head that calls the kernel (cont.)

• Up to 40% faster than unpatched batch mode* 

• Still up to 25% faster after applying optimization patches

🚀



Free at last
Alternative interfaces



Free at last
Many other uses

• Interactive headless IDAPython 

• Easier plugin development & debugging 

• Build tooling on top of IDA 

• Much more…



One more thing…



██████
████████

• Had to be there in person for this slide :) 

• And if you were there: you don’t remember anything…



Thank you!

• Questions? 

• Find me after if you want to chat more :) 

• Twitter: @jonpalmisc 

• Mastodon: @jonpalmisc@infosec.exchange

https://twitter.com/jonpalmisc
https://infosec.exchange/@jonpalmisc

